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PROY

This domain has been seized by the Defense Criminal Investigative Service, the Federal Bureau of Investigation, and
the Bureau of Industry and Security, Office of Export Enforcement, pursuant to a seizure warrant issued by the United
States District Court for the Eastern District of Texas as part of a coordinated international law enforcement action
taken against the 911 S5 residential proxy service.

For more information or to determine if you are a victim of 911S5 malware, please visit

911 S5 / CloudRouter 7317

911 S5 , &#EiB#E VPN EAERAPTHRNEEEEM  EIREMNRERRIFEFN - S
VPN BERBEAZBRESFIRGED  EIZZFTHELEHITHEE - VPN BEREXME
FIEEREREMNERTHALZE  BREFAMAERS 911 S5 | BERMAZNH—I57 - 4
F911 S5 , #A#KEEM VPN ERHE R &5 : MaskVPN - DewVPN - PaladinVPN -
ProxyGate - ShieldVPN %1 ShineVPN -
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PRIEC ESIE@RISIIES SIRREGXIES

All purchased proxies balance in your account are valid for lifetime, no expiry date

Using 1 proxy costs 1 proxy balance and you can choose from any country or city without limit

No expiry date Free software Unmetered bandwidth Socks 5 protocol Proxies balance

911 S5 proxy service prices (BleepingComputer)

gn{a#kR "911S5 .
BDfE T911 S5, BRMAKCERBR - BRARBNEEMAEL2AR - ALBEUNBR
B 7911 S5 48BAAY VPN MEAITET - LIFR£HE FBI REMBENBIRSHE

HigHZ2 3R A

1. Press Control+Alt+Delete on the keyboard and select the “Task Manager” option or right-
click on the Start menu (Windows icon) and select the "Task Manager" option.

2. Task Manager should now be running. Under the "Process" tab, look for the following:
e MaskVPN (mask_svc.exe)
e DewVPN (dew_svc.exe)
e PaladinVPN (pldsvc.exe)
e ProxyGate (proxygate.exe, cloud.exe)
e ShieldVPN (shieldsvc.exe)
e ShineVPN (shsvc.exe)

Example of running processes for ShieldVPN and ShieldVPN Svc:

BERRBRRE2024F5=F $6H
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Task Manager - [l X

File Options View

Processes  Performance App history  Startup  Users Details  Services

10% 30% 0% 0%
lame taty p Memory Disk Network ower usage
() ShieldVPN (32 bit) 0% 23.0Me 0 MB/s OMbps Very low

%) ShieldVPN Sve (32 bit) 0% 15.0 M8 0 MB/s OMbps  Very low

If Task Manager doesn't detect any of these services, verify that by searching the Start
menu for any traces of software labeled as "MaskVPN," "DewVPN," "ShieldVPN,"
"PaladinVPN," "ProxyGate," or "ShineVPN."

3. Click on the "Start" (Windows Icon) button typically found in the lower lefthand corner of
the screen. Then, search for the following terms, which are the identified names of the
malicious software applications:

e MaskVPN ek kil
&
° DewVPN ' ShieldVPN
L] ShieldVPN App <.||i‘-|‘“4\‘/;w
e PaladinVPN -
e ShineVPN

® ShieldVPN-Setup (2).exe

e ProxyGate
@ ShieldVPN-Setup.exe

® ShieldVPN-Setup (1).exe

4. If one of the VPN applications is found, an uninstaller is sometimes located under the Start
menu option of the VPN application. The example image below shows an instance where
the uninstall option isn't available.

. ShisldVPM
B shicaven

5. If the application doesn't contain an uninstall option, then follow the steps below to attempt
to uninstall the application:
a. Click on the Start menu (Windows button) and type “Add or remove programs” to
bring up the "Add and Remove Programs" menu.

E“ég Add or remove programs

System settings

b. Search for the malicious software application names.
An example image below shows the ShieldVPN application found within the “Add or

remove programs” application list. Once you find the application in the list, click on
the application name and select the “Uninstall” option.

‘ ShieldVPN

BERRBRRE2024F5=F %78
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c. After the application is uninstalled, you can try to verify that the application has been
removed by clicking on "Start" (Windows Icon) and typing “File Explorer."

d. Click on the drive letter “C:” —sometimes labeled as “Windows (C:)” —and navigate
to "Program Files(x86)." Then, look for the malicious software application names in
the list of files and folders.

Local Dk (C:) Program Files (x86) ShueldVPN

Name Date modifie

.nhl,m 11/26/2023 10:16 PM
B contfig.db 11/26/2023 10:41 PM
. country.db 202 v
) feedback ece
K8 ipsecemd.exe

B iveayiz.dil

B tivine.a
o

20 PM

)23 10:44 PM

47 AM
%00 PM

B shicavPN.dil 12672
1 ShieldVPN, exe * Application
® ShiddVPN.ico 9/14/2019 11:51 AN lcon

e. For ProxyGate, navigate to "C:\users\[Userprofile]\AppData\Roaming\ProxyGate."

f. If you don't see any folder labeled "MaskVPN," "DewVPN," "ShineVPN,"
"“ShieldVPN," "PaladinVPN," or "Proxygate," then this particular malicious software
application may not be installed.

g. If a service was found running, but not found under the Start menu or "Add and
Remove Programs," then:
i) Navigate to the directories described in directions 5d and 5e.
ii) Open “Task Manager."
iii) Select the service related to one of the identified malicious software applications

running in the process tab.

iv) Select the option “End task” to attempt to stop the process from running.

h. Right-click on the folder named “MaskVPN,” “DewVPN,” “ShineVPN,” “ShieldVPN,”
“PaladinVPN,” or "ProxyGate."

i. Select the “Delete” option.

j- Youcan also select all files found within the folder and then select the “Delete”
option.

k. If you try to delete the folder—or to delete all files located inside the folder—and
receive an error message, be sure that you've ended all processes related to the
malicious software within in Windows Task Manager, as described in step 5g.

2EEN:

e https://www.ic3.gov/Media/Y2024/PSA240529

e https://www.justice.gov/opa/pr/911-s5-botnet-dismantled-and-its-administrator-arrested-
coordinated-international-operation

e https://www.bleepingcomputer.com/news/security/us-dismantles-911-s5-residential-proxy-
botnet-used-for-cyberattacks-arrests-admin/
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ProGAN BigGAN StyleGAN2 Taming Tran. DALL-E Mini
GLIDE Latent Diffusion Stable Diffusion ADM DALL-E2
Fig. 2: Fourier transform (amplitude) of the artificial fingerprint estimated from 1000 image residuals. Top row: from left to right ProGAN

[20], BigGan [21], StyleGAN2 [22], Taming Transformers [23], DALL-E Mini [24]. Bottom row: GLIDE [5], Latent Diffusion [25], Stable
Diffusion [4], ADM [26], DALLE 2 [3]
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