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NCSC: Advisory: COVID-19 exploited by malicious cyber actors
https://www.ncsc.gov.uk/news/covid-19-exploited-by-cyber-actors-advisory

certnz: Active ransomware campaign leveraging remote access technologies

https://www.cert.govt.nz/it-specialists/advisories/active-ransomware-campaign-leveraging-

remote-access-technologies/
SenseCy: GLOBAL RANSOMWARE ATTACKS IN 2020: THE TOP 4 VULNERABILITIES
https://blog.sensecy.com/2020/08/20/global-ransomware-attacks-in-2020-the-top-4-

vulnerabilities/

SANS: Security Policy Templates
https://www.sans.org/information-security-policy/

SANS: NewsBites Drilldown for the Week Ending 10 July 2020
https://www.sans.org/blog/newsbites-drilldown-for-the-week-ending-10-july-2020/
SANS: VPN Access and Activity Monitoring
https://isc.sans.edu/forums/diary/VPN+Access+and+Activity+Monitoring/25906/
SANS: What's in Your Change Control Form?
https://isc.sans.edu/diary/What%27s+in+Your+Change+Control+Form%3F/14563
Mozilla : Security/Server Side TLS

https://wiki.mozilla.org/Security/Server_Side_TLS

IPsec VPNs vs. SSL VPNs

https://www.cloudflare.com/learning/network-layer/ipsec-vs-ssl-vpn/

Four Risks to Consider with Expanded VPN Deployments
https://www.f5.com/labs/articles/cisotociso/four-risks-to-consider-with-expanded-vpn-

deployments
Cisco: SSL VPN Security

https://tools.cisco.com/security/center/resources/ssl_vpn_security

Enterprise VPN Security
https://us-cert.cisa.gov/ncas/alerts/aa20-073a
Guide to IPsec VPNs NIST.SP.800-77r1

=
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https://www.cert.govt.nz/it-specialists/advisories/active-ransomware-campaign-leveraging-remote-access-technologies/
https://blog.sensecy.com/2020/08/20/global-ransomware-attacks-in-2020-the-top-4-vulnerabilities/
https://blog.sensecy.com/2020/08/20/global-ransomware-attacks-in-2020-the-top-4-vulnerabilities/
https://www.sans.org/information-security-policy/
https://www.sans.org/blog/newsbites-drilldown-for-the-week-ending-10-july-2020/
https://isc.sans.edu/forums/diary/VPN+Access+and+Activity+Monitoring/25906/
https://isc.sans.edu/diary/What%27s+in+Your+Change+Control+Form%3F/14563
https://wiki.mozilla.org/Security/Server_Side_TLS
https://www.cloudflare.com/learning/network-layer/ipsec-vs-ssl-vpn/
https://www.f5.com/labs/articles/cisotociso/four-risks-to-consider-with-expanded-vpn-deployments
https://www.f5.com/labs/articles/cisotociso/four-risks-to-consider-with-expanded-vpn-deployments
https://tools.cisco.com/security/center/resources/ssl_vpn_security
https://us-cert.cisa.gov/ncas/alerts/aa20-073a

https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-77r1.pdf
14. Guide to SSL VPNs NIST SP 800-113
https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-113.pdf

15. Incident Response Steps and Frameworks for SANS and NIST

https://cybersecurity.att.com/blogs/security-essentials/incident-response-steps-

comparison-guide
16. Computer Security Incident Handling Guide NIST.SP.800-61r2
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
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