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News

Ming Pao 
1 October 
2010
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Distribution of Infection by Region 

Stuxnet Under the 
Microscope, ESET
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News: Stuxnet attack on SCADA

The Jerusalem Post 
15-December-2010

CSO Online
02-March-2011



Case Study: Stuxnet
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Case: Stuxnet

• Target: 
– Siemens SIMATIC WinCC Programmable Logic 

Controllers (PLC) 
– Obtain information from the database

• Impact:
– Not collecting sensitive data, but bringing down 

the SCADA facility
• Filesize: 1.2MB
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What is SCADA?

• Supervisory Control and Data Acquisition
– computerized control system that automates many 

infrastructures such as oil and gas pipelines, power 
grids, communication networks, etc.

• Security of SCADA
– Trend: towards commercial-over-the-shelf (COTS) 

platforms
– Network segregation, Physical isolation
– Change Control
– Consequence of Security Breach

• Steal information
• Disable system safeguards
• Trigger action outside normal operations
• Cause permanent damage to system
• Cause danger to human life
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What did Stuxent do?

• Spread itself via different channels
• Connect to C&C to get command and send data
• Search for Siemens Simatic WinCC and PCS 7 

SCADA systems. Try to gain access to backend 
database
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Spread of Stuxnet

• 3 channels
– USB drive & removable media (slow) 

– you may see the files briefly displayed in Windows Explorer, 
and then disappear a few seconds later (rootkit installed) 

– LAN (fast)
– infected Siemens project files (WinCC & STEP 7)

Copy of Copy of Copy of Copy of Shortcut to.lnk
Copy of Copy of Copy of Shortcut to.lnk
Copy of Copy of Shortcut to.lnk
Copy of Shortcut to.lnk
~wtr4132.tmp (worm)
~wtr4141.tmp (worm)
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Spread of Stuxnet
• Removable device

– Exploit a vulnerability that Windows display icons of shortcut files 
(.LNK) - MS10-046, 0-day

• LAN
– Copy to print servers - MS10-061, 0-day
– Attack an old (used by Conficker) RPC vulnerability - MS08-067

• Escalation of privilege
– Win2000/XP - MS10-073, 0-day
– Vista/Win7.Win2008 - MS10-0xx, 0-day

• (Earlier version) use autorun.inf to infect USB drives

• Contact Siemens WinCC SQLServer and installs itself on 
those servers via database calls (CVE-2010-2772) 0-day
– Siemens Simatic WinCC and PCS 7 SCADA system  (hard-coded 

password)
• Puts copies of itself into Siemens STEP 7 project files to 

auto-execute whenever the files are loaded.
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Spread of Stuxnet : the birth

• Can you suggest possible ways the first 
instance of Stuxnet got started?
– Pass an infected USB to factory employee who 

have access to the PLC
• Exchange of technical document
• Trade show free USB drive gift

– Targeted email  client side attack
• PDF or MS Office document

– Supply infected PLC project file (contractor/client 
channel)
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Stuxnet: break the silent rule

• It is a worm! It breaks the silent rule of targeted 
attacks

• Controversy: why spread via USB
– This arouse attention!
– Some said “excellent technology failing in 

implementation”

– I do think they make sense.
– It is a balance of “security” and “effectiveness” a need 

to jump over the “air gap”



Targeted Attack

Security of SCADA 

Control System
Network

Internet

Control Client 
Network

PLC PLC PLC

FW

FW

Office network

userVPN

A

B C C



Targeted Attack

Install Stuxnet
• Create 2 services

– MRXCLS.sys
– MRXNET.sys

• Files signed by stolen digital 
certificates
– Realtek Semiconductor 

• informed 24-Jun, cert revoked 17-Jul; 
– JMicron Technology 

• cert appeared 14-Jul
• MRXCLS.sys 

– compiled 01-01-2009
– signed 25-01-2010
– Inject code into current process

• Install a rootkit to hide Stuxnet

• If Siemens SIMATIC WinCC is found, 
replace the S7OTXDX.dll with a 
wrapper and intercept all commands
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Attack Siemens PLC

• Attempt to connect to the WinCC SCADA visualization system, using the default 
password from Siemens. 

– Stuxnet.dll contains code  (uid=WinCCConnect;pwd=(removed)########) to connect to 
database server to dump database tables to disk, and possibly inject/execute a binary on the 
database server

• The Stuxnet version of S7OTXDX.dll act as a wrapper to connect to WinCC, intercept 
commands and modify data, while redirecting the rest of the functions to the original dll.

• Can delete the database to remove traces of commands issued

http://www.iebmedia.co
m/index.php?id=7409&
parentid=63&themeid=2
55&hft=61&showdetail=
true&bb=1
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Attack Siemens PLC

s7db_open
s7blk_write
s7blk_findfirst
s7blk_findnext
s7blk_read
s7_event
s7ag_test
s7ag_read_szl
s7blk_delete
s7ag_link_in
s7db_close
s7ag_bub_cycl_read_create
s7ag_bub_read_var
s7ag_bub_write_var
s7ag_bub_read_var_seg
s7ag_bub_write_var_seg 

• The Stuxnet version of S7OTXDX.dll act as a wrapper to connect to 
WinCC, intercept commands and modify data, while redirecting the
rest of the functions to the original dll.
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Network behaviour

• C&C
– Connect to two URLs to get commands

• www.mypremierfutbol.com
• www.todaysfutbol.com

– Send encrypted information to the URL:
• http://<c&c>/index.php?data=<data>

• P2P
– installed an RPC server and client
– Any other infected computer on the network can connect 

to the RPC server and exchange version number and 
software
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Timeline

• Jan 2009 Stuxnet complied

• Jan Stuxnet MRXCLS.sys signed
• Jun Stuxnet discovered
• Jun-24 Realtek informed of stolen cert
• Jul-14 Siemens acknowledge knowledge
• Jul-15 US-CERT advisories
• Jul-16 Microsoft advisory
• Jul-16 JMicron certificate appeared
• Jul-17 Verisign revoked Realtek cert
• Aug 2 MS patched LNK vulnerability
• Sep 14 MS patched print spooler vulnerability
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After Stuxnet

• Most AV can detect Stuxnet worm
• Some Stuxnet cleaning tools appeared
• Microsoft released patches to 0-day 

vulnerabilities
• Microsoft closed Autorun 2011-Feb
• *** Systems with hardcoded password can 

hardly be revamped without very great effort



Implications
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What are the implications?

• SCADA security issues
– Weak default configuration, slow patch
– Awareness of plant engineer focused on safety and 

availability but less on security. Some don’t believe this 
is a threat or don’t’ believe their systems are sufficiently 
exposed to that threat.

• By Walt Sikora, Industrial Defender’s VP of Security Solutions, 

• Current AV, IDS, etc. are not sufficient to deter 
targeted attack.

• If system cannot be patched it can be disastrous
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What are the implications?

• New era of SCADA attack
– First rootkit in SCADA
– Success (or failure?) or semi-targeted attack
– Botnet successful getting into SCADA network

• Professional and determined attacker out there
– Several 0-day vulnerabilities
– Two real digital certificates
– Able to bypass the front door, able to climb over the wall if you have 

no door

• State sponsored cyber attacks surface? 
• Progress of Advanced Persistent Threat (APT)?
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Advanced Persistent Threat (APT)

• Very targeted to victim
• Good knowledge of victim and leverage on which 

to compromise
• Most targets are high level leaders in organization, 

or key persons with access to critical infrastructure 
components

• Maintain their presence in victim organization
• Repeated seek to regain presence

• Non-scalable: cost is high
• More sophisticated
• More knowledge of target
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APT experts comment

• Mandiat Report
– Only 24% malware used in attack are detected by 

security software
– APT is reality … not just government and defense … at 

commercial level as well
– Sometimes more than one teams. They do not even 

know other’s existence
– They usually use outbound HTTP, process inject to hide
– Very slim: average 121.85KB

• Verizon Data Breach Report 2010
– 87% had evidence of breach in log files, yet missed it
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Why is it more dangerous?

• Commercial
– Target CxOs at financial institution who have 

access to confidential information like trade 
secret, financial data, banking information

• Critical Infrastructure
– Disrupt operation of organization which is 

essential to the living (utilities, communication, 
transport) or life of citizens
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• Reconnaissance 
– Get into the circle and listen (FB, 

physical contact), get familiarize with 
the language and tone used

– Research and identify individuals they 
will target in the attacks, using public 
search or other methods to get their 
contact

APT exploitation life cycle

Source: Mandiant M-Trends

Social engineering
Targeted attack

Client side 
exploit attack

Install malware

Open infected
USB drive
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APT Risk Mitigation Highlights

• Control both inbound and outbound traffic
• Log Management

– Monitor Dynamic DNS names via log
– Log aggregation

• Build up internal network surveillance capability
• End-point security

– Disable local administrative access
• Audit VPN access
• Awareness Education
Ref: ISEC Partners on “Aurora Response Recommendation”
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APT Incident Response

• Richard Bejtlich [CIRT level response to APT]:
– Not just to prevent compromise, but

• Track the attacker tactics, tools and process to preempt attacks
• Intrusion suppression
• Increase the cost of the adversary

– During 1st hour of APT incident
• Document, change communication pattern

– During 1st day
• Alternate computing infrastructure, trusted communication 

among IR members
– During 1st week

• Source help
• Initial briefing



Thank You

scleung@hkcert.org


